Bugfighter C/C++

How to detect a buffer overflow in an array

1. Make a copy of the project directory:
Ex: Ex02_Multiple_Buffer - Ex02_Multiple_Buffer_mod

Home Condividi

Visualizza

@ @ ~ 4 | <« Discolocale (C) » BugFighter-C++ » Console_Examples v (',

-

. Ex01_Single_Buffer
. Ex01_Single_Buffer_mod

. Ex02_Multiple_Buffer

. Ex02_Multiple_Buffer_mod
. Ex03_Struct_Test

- Ex03_Struct_Test_mod

.~ Ex04_Null_Pointer

- Ex04_Null_Pointer_mod

9 elementi

LI QB¢ X=55E-~

®© « 1 ) « Console_Examples » Ex02_Multiple_Buffer v e
Nome Ultima modifica Tipo

). Debug Cartella di file

1 elemento selezionato

CA\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer

Cerca in Ex02

Dimensione

L ipch Cartella di file
Ex02_Multiple_Buffer.opensdf File OPENSDF 1K8
% Ex02_Multiple_Buffersdf SQL Server Compa, 5460 KB
<) Ex02_Multiple_Buffersin File SLN 1K8
L4 Ex02_Mutiple_Buffer.suo Visual Studio Solut. 10K8
3 Ex02_Multiple_Buffer.vexproj VC++ Project 4KB
Ex02_Multiple_Buffervoxproj.filters File FILTERS 1K8
& Ex02_Multiple_Buffervexprojuser Per-User Project O 1KB
& maincpp File CPP 1K8

ORIGINAL PROJECT FOLDER
WILL NOT BE TOUCHED

10 elementi

Ultima modifica

04/09/2020 22:17
04/09/2020 22:16
31/08/2020 23:12
04/09/2020 22:17
04/09/2020 22:46
04/09/2020 22:46
31/08/2020 21:38
31/08/2020 21:38

ve Home  Condiidi Visualizza v e
r3 C) «~ 1 ) « Console_Examples » Ex02_Multiple_Buffer_mod v G| | Cercain Ex02_Multiple_Buffer_.. 2
Nome Uttima modifica Tipo Dimensione
). Debug Cartella
k. ipch Cartella di f
Ex02_Multiple_Buffer.opensdf File OPENSDF 1K8
1% Ex02_Multiple_Buffer.sdf SQL Server Compa. 5.460 KB
< Ex02_Multiple_Buffer:sin File SLN 1K
141 Ex02_Multiple_Buffer.suo Visual Studio Solut 10K8
3 Ex02_Multiple_Buffervexproj VC++ Project 4KB
Ex02_Multiple_Buffer.vexproj filters File FILTERS 1KB

&l maincpp

= I 10etement

& Ex02_Multiple_Buffervexprojuser

Tipo

Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file

COPY PROJECT FOLDER
Destination folder with the modified code

er Project O. 1KB
File CPP 1KB
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2. Open both projects with your compiler

file Edit View Project Build Debug Jools Window Help file Edit View Project Build Debug Tools Window Heip
PGl S| %289 -0 -3y b Debug - <l Pl - S % A9 -0 - S-0| b [ Debug - || Win32
DR |Ee|S 20603 63 el »0R |

maincpp X Solution Explorer

(Global Scope) a2 | D |G g 3 Solution ‘Ex02_Multiple_Buffer’ (1
71 Ex02_Multiple_Buffer

=#include "stdio.h" 23 Solution ‘Ex02_Multiple_Buffer
4 71 Ex02_Multiple_Buffer

#include <iostream> 4 External Dependencies
#include <cstdlib> (3 Header Files

3 Resource Files

using namespace std; + & Source Files

< main.cpp

void main(int argc, char *argv(])

/* Try this code */
/* Run it */ Properties

/* Then try with BugFigher!1%/
/* and look in the exe directory, */
* you will find “Errors.txt" with the errors report */

/* It will be very easy in this way to debug!! */
<

int y[10][10][10];

y[el[3][4] = 5;

y[10](3][4] = 5;
y[3](10](7] = 11;
y(3][2][10] = 8;
y[-3][6][4] = 5;
y[3][-4][9] = 125
y[31051[-2] = 7;

i o ORIGINAL PROJECT MODIFIED PROJECT
orinesGOdewill not be modified Will contain the modified code

return;

Output

Item|

#include "stdio.h"

#tinclude <iostream>
#tinclude <cstdlib>

using namespace std;

void main(int argc, char *argv[])

{
/* Try this code */
/* Run it */
/* Then try with BugFigher!!*/
/* and look in the exe directory, */
/* you will find "Errors.txt" with the errors report */
/* It will be very easy in this way to debug!! */
int y[10][10][10];

y[e][3][4] = 5;

y[1e][3][4] = 5;
y[3][10][7] = 11;
y[3][2][10] = 8;

y[-3][6][4] = 5;
y[3][-4][9] = 12;
y[31[51[-2] = 7;

/* and so on... */

printf("Hello World!");
return;
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3. Run the original code:
No exception will be detected

File Edit View Project Build Debug Tools Window Help

E-_'lj"_:']‘[jlﬂ§|¥'-{inﬁ|‘q'P‘"@'L_jHP Debug Win32

| Process: | [1940] Ex02_Multiple Bufferexe  ~| Thread: | [828] Main Thread

maincpp X

(Global Scope)
F#include "stdie.h™

4 [71 Ex02_Multiple_Buffer
- 4 External Dependencies|
3 Header Files
3 Resource Files
4 [Z Source Files
¢ main.cpp

#include <iostream>»
#include <cstdlib>»

using namespace std;

Fvoid main(int argc, char *argv[])

v
{

/® Try this code */
J/* Run it */

/* Then try with BugFigher!!*/
/* and loock in the exe directory, */
/* you will find "Errors.txt” with the errors report */

/* It will be very easy in this way to debug!! */
int y[1e][1e][1e];
y[el[3][4] = 5;

y[101[3]1[4] = 5; NO ERROR WILL BE DETECTED

y[3][1e][7] = 11;
y[31[2][18] = 8;
y[-3][6][4] = 5;
y[3]1[-4][9] = 12;
y[31(5][-2] = 7;

/* and so on... */

printf("Helleo World!");
return;

WILGETE =1 Output
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4. Open Bugfighter C/C++

|
File  Edi

View Project Build

Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -8

Debug Tools Window Help

] Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -8
File Edit View Project Build Debug Tools Window Help

Gl G P ® A9 - -S| B Debug - win2 iG-S d P % B9 - -85 P [Debug - | win32

Jbae|lpE 200 Pddal s

maincpp X

Solution Es

- Solution Explorer

3 Solution ‘Ex02_Multiple_Buffer’
4+ 71 Ex02_Multiple_Buffer
4 External Dependencies
3 Header Files
4 Resource Files
4+ & Source Files
< main.cpp

i

(Global Scope)
S#include "stdio.h"

% main(int argc, char * argv[))

Fle Settings QuickHelp Help

#include <iostream>

#include <cstdlib> Select the original project path Select the destination project path

using namespace std;

Original Convestions left -
Project
void main(int argc, char *argv[]) e Seloct the e type you ward t ot 0%
/* Run it */ ] Standard + dynamic memory
1H ] Embedded + dynamic memory Pl !
)

/* Then try with BugFighe

[ PP
/* and look in the exe directory, */ mh

/* you will find “Errors.txt™ with the erro

/* Tt will be very easy in this way to debug

int y[10][18][10];

y[el[3][4]
y[18][31[4] = 5;
y[3][1e](7]

1;

yi31[21(10] = 8;
y[-31[6][4] = 5;
y[31(-a1(9] = 12; Copy Project
y[310510-2] = 7;

/* and so on... */

£l printf("Hello Worldl");
return;

Outp
Show output from:

Output

Item(

5. Select the directory with the original code:
Ex: “C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer”

k| L0 X =g - IC:\BugFighlsr-C++\CmnsDIEiExamp\es\ExOZiMuItip\eiBuﬁerI -8 b | L7 L € X =3 E:- = | C\BugFighter-C++\Console_Examples\Ex02_Multiple Buffer m.. — ©
Home  Condwidi  Visualiza ~ 89 “ Home  Condividi  visuslizza ~ 09
= B seteziona tutto = ﬁ 0y y B H seteziona tutto
1 - L A SHEY S Deseleziona tutto J & ! \ L o o y Deseleziona tutta
Nuowa Propriet o ) B P Elimina Nuova proprieta g
- cantella - RpCronologia @ Imverti selezione 7 — P = g Cronologia 2 Inverti selezione
* 1 ) = Console_Examples » Ex02_Multiple_Buffer v & cerca ultiple_Buffer_.. P
4% Gruppo home Nome File M QuickHelp  Help Tipo Dimens
Debug Select the original project path Select the destination project path e
& Questo PC ipch C\BugFighter Ce~'\Console_Examples\Ex02_Mutiple_Buffer e
Iy Desidop Ex02_Multiple_Buffer.opensd prow = comvetions et [ Jocumento di testo
Documenti % Ex02_Multiple_Buffer.sdf nsdf
s Download <] Ex02_Multiple_Buffersln Select the files you want to test Select the file type you want to test =
k. Immagini Ex02_Multiple_Buffersuo Fighter C++'\Console_Examples\Ex02_Mutiple_Buffer [ standard
B Musica = Multiple_Buffer: Mutple_Buffer apensdf [ Embedded
ExD2 Multiple_Buffer.vcxproj WMultiple_Buffer scf cc ] Standard + dynamic memory
B Video Ex02_Multiple_Buffervexproj Moliple_Buffer sh 1H (] Embedded + dynamic memory broj
%, Disco locale (C) B B02_Multiple_Buffer.vexpraj Multiple_Buffer su0 1‘ ’:F’ brojfilters
& mainop Mutple_Buffer vexpro o user
@ Rete | Mutie_Buffer vorpro fiters
 Mutile_Buffes vorpro user
Copy Project
< > <
10 element 11 elementi
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6. Select the C/C++ code file that must be tested:

Ex: “main.cpp”

- oEH|,

LIGRDCXE

. -

E C:\BugFighter-C++\Cbnsole_Examples\Ex02_Multiple_Buffer 200X =D

Condividi  Visualizza ~ 8 Home  Condiwdi  Visualizza
& Taglia ! } x — B seleziona tutto D X Tagiia ?( =] L B
Bl Copia percorso @ . Deseleziona tutto M Copia pe Jom - il
Copia Incolla __ Sposta Copia  Elimina Nuova a . Copia Incolla _ Sposta Copia  Elimina Rinomina Nuova
[#] incot amenta i o . i o Iverti selezione in in cartella
\ppunti MNuon pr Seleziona Organizza Nuovo
(€ & - 1k = Console Examples » Ex02 Multiple Buffer 1 mod
«% Gruppo home Nome Seftings  QuickHelp  Help
| Debug Select the original project path Select the destination project path
e Questo PC K ipch C\BugFighterC+\Console_Examples\Ex12_Mutiple_Buffer [
Deskto
] P Ex02_Multiple_Buffer.opensdf Sadiiad Convertons et [
I Documenti 1% Ex02_Multiple_Buffersdf Project | nsdf
'y Dvwnluafi < Ex02_Multiple_Buffer.sin ct the files you want to test Select the file type you want to test 0%
E Immagini 41 Ex02_Multiple_Buffersuo +-[1C \BugFighter C++\Console_Examples'\Ex02_Mutiple_Bufer gc [ Standard
b Musica = [ 1Ex02_Multiple_Buffer opensdf [jcep [ ] Embedded
3 £x02_Multiple_Buffervexproj El0s Mok i or A ] Standars + dynamic memary )
B Video Ex02_Multiple_Buffervexproj. CIEx02_ Mulipie._Busfer sin O ] Embedded + dynamic memory broj
%> Disco locale (C) B 02_Multiple_Buffer.vexproj.§ (- ]Ex02_Multipie_Buffer suo % ::P proi filters
& maincop 1o e peaiass SN brojuser
& Rete Ex02_Multiple_Bufier veproj usser
Copy Project
< <
10 elementi 11 elementi

7. Select the destination directory with the modified code:

= | C\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer_m...

i3 Apri B8 seteziona tite
7 Modifica Deseleziona it
Proprieta

& Cronologia @ Inven selezione

Apri Seleziona

v o

Ultima modifica Tipo

31/08/2020 23:11
31/08/2020 23:11

Cartella di file
Cartella di file
31/08/2020 2312
10/04/2023 19:19
31/08/2020 23:12
31/08/2020 22:49
31/08/2020 2312

Documento di testo
File OPENSDF

SQL Server Compa.
File SLN

Visual Studio Solut...
31/08/2020 2250 W€
31/08/2020 22:50 File FILTERS
31/08/2020 22:49 Per-User Project O.
31/08/2020 23:11

++ Project

File CPP.

Cerca in Ex02_Multiple_Buffer_...

- olEl

~ 0

»

Dimens

Ex: “C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer_mod”

- olEH|,

LIGRD9CX

C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer 2B D ¢ xX=j

Home = Condwidi  Visualizza ~ 8 Home  Condiidi  Visualizza
l:l §, Tagi 0- i3 Apri i B-
¥ Taglia !¢ } x ﬁ‘ﬁ 0 34 B seleziona tutto L 0y
B copla percorsa + l) - I Modifica Dessleziona e - -
Copia Incolla Sposia Copia  Eliming Rinomina  Nuova Proprieta § Copia Nuova
[¥] incola collegamenta = cartella . Qg cronologia 7 Imverti selezione 7 e
gppunti  Organma  Nuow Apn Seleziona ppunti za huava

@ -

1+ k. « Console_Examples » Ex02_Multiple_Buffer

% Gruppo home Nome File Settings QuickHelp Help
. Debug Select the original project path Select the project path
& Questo PC ) ipch C\BugFighterCo+'\Console_Examples\Ex02_Mutiple_Buffer [C\BugFighter Cee\Console_Exampies\Ext2_Mutiple_Buffer_mod
b Deskiop Ex02_Multiple_Buffer.opensd gl Converions et [
b Docmens & e e st =i et
I+ Download <] €x02_ Multiple_Buffersin Select the fies you want to test Selectthe fie type you want toteat L
E Immagini 5) Ex02_Multiple_Buffersua 5 L]C-\BugFighter C++\Console _Examples\Ex02_Mutiple_Busfer 0c 9] Standard
b Musica 3 Ex02_Muitiple_Buffervexproj -(Ex02_Mutple_Bufieropensdh []cPp R Embedded
B viseo - Bz Mple Bufferope 1602 e Bfier st Ooc || Sandae «dmamc memay
‘ £402_Multiple_Buffervorpraj, | DlExt2_ Mitcle _Buter sn O (] Embedded + dynamic memary broj
& Disco locale (C) B 402 Multiple_Buffer.vexproj 4 L[] Ex02_Mutple_Busfer suo % e broj filters
1-[]Ex02_Muitpe_Bufier vororo) !
main
@ fete & maincop L[Ex02_Mutple_Buffer voxpro fters prouser
-] Ex02_Mutiple_Buffer vorproj user
—[#main cpp
[ ]Debug
- Jipch
Copy Project
< <
10 elementi 11 elementi

3 hori [BH seteziona tuo
7 Modfica Deseleziona tutto
Proprieta a |
. L@ Cronologia @ Inverti selezione
pri

v ¢ | Cercain Ex02_Multiple_Buffer_
Uttima modifica Tipo
31/08/2020 2311 Cartella di file
31/08/2020 2311 Cartella di file

31/08/2020 23:12
10/04/2023 1919
31/08/2020 2312
31/08/2020 22:49
31/08/2020 23:12
31/08/2020 22:50
31/08/2020 22:50
31/08/2020 22:49
31/08/2020 2311

Documento di testo
File OPENSDF

SQL Server Compa.
File SLN

Visual Studio Solut.

VC++ Project
File FILTERS
Per-User Project 0.

File CPP

< ICf\BugFighterfC++\Consn\e_Examples\ExOE_Multiple_Buffer_m.. I -0 n

~ 0

r)

Dimens

552
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8. Select “Copy Project”:
All files will be copied from original directory to the destination directory:
Ex02_Multiple_Buffer = Ex02_Multiple_Buffer_mod

The file “main.cpp” will contain the test code.

LIl B % @ X =i 55- = | C\BugFighter-C++\Console_Examples\Ex02_Multiple Buffer ~— O © 7 =0 55+ = | C\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer m.. — O

L 4 b

EH seleziona tutto

= . Bl seteziona tutto glia :
, L2 L B X ,
v Y. Seseesiona o B covi . L bessesona tuta
= Elimina Nuova Propriets g = 1 elimina Mucva Propriets -
¥ . o T2 [ Cronologia B9 Invert selezione. 7 . S T cronologia g5 nverti selezione

& Gruppo home Nome Settings QuickHelp Help Ultima modifica Tipo Dimens
J. Debug Select the original project path Select the destination project path
& Questo PC I ipen C:\BugFighter C+\Console_Examples\Ex02_Meitile_Buffer C\BugFighter-C+\Console_Exampies\Ex02_Muiple_Buffer_mod
Iy Desiaop ExD2_Multiple_Buffer.opensd = = Convetons et [ di testo
E Documenti 4 Ex02_Multiple_Buffer sdf s <
h DW‘"'“_“‘ +| Ex02_Multiple_Buffersin Select the fies you want to et Selact the e typs you want totest 100%
k. Immagini 1 Ex02_Multiple_Buffer.suo = ]C\BugFighterC++'Cansole_Examples\ExD2_Mukiple_Bufier [¥] Standard
& Musica =} et (] Embedded
7 Ex02_Multiple_Buffer.vexproj ] Servtad o mamory
B Video Ex02_Multiple_Buffer.vcxproj. [ Embedded + dynamic memory proi
% Disco locale (C} B £x02_Multiple_Buffervexproj brojfilters
& maincpp projuser
& Rete
BugFighter G+ \Console_Examples\Ex02_Wultple_Buffer_mod s
& C\Bughighter G Canacie_Exampies \E<02_Multiie_Buffer_mod
man con
= E LI L IEETEL]
[ T T ]
< <
10 element 11 element
= = =
.
9. The destination project has been updated:
“ ” .
Select “Yes” to reload the project
[ 20 DEX Se = C:\BugFighter-C+ +\Console_Examples\Ex02_Multiple_Buffer -0 o Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -0
IgFig

~ @ file Edit Yiew Project Build Debug Jools Window Help

= P ] o B B seteziona tuto WG dd| s - || Win32 S |
J - by . L Deseleziona tutto
Elimina Nuova Propriets =
7 i 2 PP & Cronologia G5 Inverti selezione
- Solution 'Ex02_Multiple_Buffer’
* 1k « Console Examples » Ex02 Multiple Buffer | oo C/Cv+ B + 71 Ex02 Multiple_Buffer
Z . 4 External Dependencies
& Gruppo home File Settings QuickHelp Help [ Header Files
g 3 Resource Files
| Debug Select the original project path 4 B Soueca Fles
& Questo PC L ipch C\BugFighter-Ce+\Console_Examples\Ex02_Mutiple_Busfer &) maincpp
Deskto, i
L P Ex02_Multiple_Buffer.opensdf Original
Documenti 4 Ex02_Multiple_Buffer.sdf
I Download Ex02_Multiple_Buffersin Select the files you wart t
K immagini ) Ex02_Multiple_Buffersuo e File modification detected
B Musica & Ex02_Multiple_Buffervexproj
The filters file for project £x02_Multiple_Butfer has been
B Video i
= : 02 Multiple_Buffervorpio) modified outside the environment. 3l
S Discolocale (C) &) Ex02_ Multiple_Buffer.voxprojs Do you want to reload the filters structure from disk?
& maincpp Press Yes to reload the filters file in the environment. Reloading
@ Rete the filters file will cause any unsaved changes to the project file
10 be saved on disk.
Press No to ignore extemnal changes. Any unsaved changes to the
¥ project and to the filters file will be preserved. Note that the
® filters file will be overwritten on ‘Save All'or close operations on
the project and any unsaved changes will need to be manually
merged.
< >
10 elements | -
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10. Select “Reload”

Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -a
~ @ fle Edit View Project Build Debug Tools Window Help
PGy A S d @ 4 A9 -0 - L5 | » |Debug ~ | win32 -

¥ » -~ L

Elimina Nuova Propriets 5
7 i P P2 & Cronologia G5 Inverti selezione
3 Solution ‘Ex02_Multiple_Buffer
€ * 1k « Console Examples » Ex02 Multiple Buffer | oo e h + 71 Ex02 Multiple_Butfer
2 sailly 54 External Dependencies
¥ Gruppo home N File Settings QuickHelp Help (3 Header Files
3 Resource Files
Debug Select the onginal project path 4 @ Source Files
A Questo PC ipch C:\BugFighterC++\Console_Examles)\Ex02_Mutiple_Buffer 1 maincpp
Iy Desktop Ex02_Multiple_Buffer.opensdf
Documenti 4 Ex02_Multiple_Buffer.sdf -
M Download Ex02_Multiple_Buffersin Select the files you wart to test
R Immagini Ex02_Muitiple_Buffersuo =1 Fighter C++\Con
B Musica T £x02_Multiple_Buffervoxproj -A""“’-:i"
E Mutiple_Bu
B Video £x02_Multiple_Buffervoxproj S N S The solution ‘Ex02_Multiple_Buffer’ has been modified outside the environment.
£ Disco locale (C) R i
4 ExI2. Multiple_Buffervomicl) Press Reload to load the updated solution from disk.
&l maincpp Press Ignore to ignore the exteral changes. The changes will be used the next time you open the
@ Rete : solution.
vexproj user
|m———
1 Reload ||| lgnore
-
Copy Project
< >
10 elements ==
11 Select “Run”
.
7 ¢ X C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer -0
Il o o sz ~ @ || Ble Edit View Project Buid Debug Iools
= x 0 A HH selezions tutto
= l’ - o4 Deseleziona tutto
Elimina Nuova Proprieta a
¥ ament - e - g Cronologia @ Inverti seleziane
3 Solution 'Ex02_Multiple_Buffer’
« 1 |} « Console_Examples » Ex02_Multiple_Buffer BF Cot B 4 71 Ex02_Muiltiple Buffer
. /et (&3 External Dependencies
& Gruppo home Nome File Settings QuickHelp Help (3 Header Files
5 "4 Resource Files
). Debug Select the original project path 4 B Source Files
& Questo PC ) ipch C:\BugFighter-C++\Console_Examples\Ex12_Multiole_Buffer & main.cpp
Desktoy
L P Ex02_Multiple_Buffer.opensdf Ovi
Documenti S Ex02_Multiple_Buffer.sdf
h Download %) Ex02_Multiple_Buffersin Select the files you want to test
& Immagini 4) Ex02_Multiple_Buffer.suo terC++'\Console_Examples \Ex02_Multiple_Buffer
B Musica 5 Ex02 Multiple_Buffervexproj et
Multiple_Buffer scf
B Video Ex02_Multiple_Buffer.voxproj. Mutie._Buffer sin
&, Disco locale (C:) & Ex02_Multiple_Buffer.vexprojs Mutiple_Buffer suo
B maincpp Multiple_Buffer vexproj
& Rete Motiple_Buffer vexproy iters
Mutiple_Buffer voxproj user
oo
& ] Debug
#+{ Jioch
Copy Project
<
10 elementi
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12. During run-time the test code will detect the error and write
the message on the console:

Error n. 1

Maximum allowed index for "y": 9

Index name : 10

Index value : 10

file : C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer\main.cpp
line: 23

& - C:\BugFighter-C+ +\Console_Examples\Ex02_Multiple_Buffer -0 5 Ex02_Multiple_Buffer (Debugging) - Microsoft Visual C++ 2010 Express
@  File Edit View Project Build Debug Tools Window Help

G| &2 5 4 5 2
Pk d Q| B(E% Hex |D-<
Elimina propriets :
- - logia Process: | [5112] ExD2_Multiple Bufferexe - | Threadk: | [5992) Main Thread - e
Solution Explorer -0 x
L - 1 « Console_Examples » Ex02_Multiple_Butfer v ¢ SIG]
% Gruppo home A A Solution 'Ex02_Multiple_Buff)
71 Ex02_Multiple_Buffer
Debug {54 External Dependencies|
& Questo PC pch 3 Header Files
Ju Desitop ExD2_Multiple_Buffer.opensdf = Resource Files
n. - &S F
Document Ex02_Multiple_Buffer.sdf _?';;PF 'E;;
% Download Ex02_Multiple_Buffersin Error n 1
", Immagin ExD2_Multiple_Buffer.suo
b Musica = ExD2_Multiple_Buffer.voxpro) Paxinum owed index for "y
- g Inde 10
B Video Ex02_Multiple_Buffer.vcxproj filters value 10
> Disco locale (C) B Ex02_Multiple_Buffer.voxprojuser File ugFighter-C++\Console_Examples\Ex82_Multiple_Buffer\main.cpp
: line
& maincpp
& Rete B
<
10 element

Error n.

Maximum allowed index for “y”: 9

Index name : 10

Index value : 10

file : C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer\main.cpp
line : 23
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13.

the message in a text file “Errors.txt”:

Error n.

Maximum allowed index for
Index name : 10
Index value : 10

llyll: 9

file : C:\BugFighter-C++\Console_Examples\Ex02_Multiple_Buffer\main.cpp

line : 23

bl a0 % X =iE- 5 | CABugFighter-C++\Console_Examples\Ex02_Multiple Buffer ~ — O
[ [ ~0
K = l B- Y Fspr [ seteziona tutto
reorse @ = . o 3 osia Deseleziona tutto
P pia  Elimina Rinomina  Nuova Proprieta B
[#] incolla co it - cantella  Cronologia @ Inverti selezione:
appunt Organizza Nuovo or Seleziona
[C] * b < Console Examples » Ex02 Multile Butter | oo C/Cos B
4% Gruppo home Nome File Settings QuickHelp Help
). Debug Select the onginal project path
& Questo PC & ipch (C\BugFighter Co+\Console_Examples'\Ex02_Mutiple_Busfer
Deskto
[ p ) ExD2_Multiple_Buffer.opensdf Original
J* Documenti £ Ex02_Multiple_Buffersdf Project
l# Download <] ExD2_Multiple_Buffersin Select the fles you wani to fest
& Immagini L) Ex02_Multiple_Buffersuo =] \BugFighterC++\Console_Examples\Ex02_Mutiple_Buffer
I Musica 5 £x02 Multiple Buffers F-[]Exh2_Mutiple_Buffer openscf
B viteo = Ex02_Multiple_Buffer.vcxproj e e o
ExD2_Multiple_Buftervexproj. - C1Ex02_Mkiple_Buffersin

&, Disco locale (C) &) Ex02_Multiple_Buffervoxproj.

& & maincpp
Rete

10 elementi

File Modifica Formato

-] Exd2_Mutiple_Buffer suo
{]Exh2_Mutiple_Buffer voxprj
{]Exh2_Mutiple_Buffer voxpmj fiters
{]Ex02_Mutile_Buffer voxprj user
-{Fmain.cop

-] Debug
@ Jipch

Copy Project

Visualizza

During run-time the test code will detect the error and write

Wome = Condividi Visuslizza ~ @9
. j 4 Taglia lﬁ l -3 X EE - S ) apri v [ seteziona tutto
i] (85 copia percorsa - 1’ T J  Modifica Deseleziona tutta
copa et e | o o Sarina Rrcuia | Moo Proprah g cloge | BB e seezone
Appunt Grganizza Nuovo Seleziona
(€ (@) - 1 b« Console_Examples » Ex02 Multiple_Buffer_mod v ¢ | Cercain Ex02_Multiple_Buffer_. P
& Gruppo home Nome : Ultima modifica Tipo Dimens]
). Debug 10/04/202320:18  Cartella di file
" Questo PC b ipch 10/04/2023 20:21 Cartella di file
Iy Desktop ). Release 10/04/2023 2026 Cartella di file
J:. Documenti Ermorsaxt 10/04/202320:30  Documento di testo
}# Download Ex02_Multiple_Buffer.opensdf 2011 File OPENSDF
E Immagini 4 Ex02_Multiple_Buffer.sdf 0232026  SQL Server Compa, 4
& Musica = Ex02_Multiple_Buffersin 8/2020 22:49 File SLN
B Video L) Ex02_Multiple_Buffer.suo 023 20:28 Visual Studio Solut...

& Disco locale (C)

& Rete

12 elementi

35 Ex02_Multiple_Buffervexproj

Ex02_Multiple_Buffervoxproj filters
B Ex02_Multiple_Buffer.vorprojuser
& maincpp

<

1 elemento selezionato 179 byte

10/04/2023 20:06

Project
File FILTERS
Per-User Project O..

File CPP

Error n. 1

Maximum allowed index for

Index name :
Index value :
file :

line : 23

y": 9
1@

1@

C:\BugFighter-C++\Console Examples\Ex@2 Multiple Buffer\main.cpp
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14. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help
P (S | % ca 9 - &0 | b | Debug +| | win32
iR |EFEZ2)0P0Pa3ddAs

main.cpp

(Globalj§cope) vl ‘@ main(int argc, char * argv(]) | a2 | ]

El#inclyde "stdio.h" -9 Solution "Ex02_Multiple_Buffer'
4 [71 Ex02_Multiple_Buffer

#include\<iostream> (@ External Dependencies

#include Agstdlib» 3 Header Files

3 Resource Files
using namespagce std; 4 & Source Files

&4 main.cpp

Svoid main(int argy, char *argv[])
{
=] /* Try this code\*/
/* Run it */ Properties
/* Then try with BugNigher!!*/ Zjal: VCCodefunction
/* and look in the exé\directory, */ &= 2k |—=|
/* you will find "Error\.txt" with the errors report */ <

(Name) main
/* It will be very easy in\this way to debug!! */ File c:\bugfighter-c+

. FullName main
int y[1@][10][1@]; Isinjected  False

[@1[3104] 5 Isinline False

¥ =5;
[19:{3} {;} - i;-' |sSealed False

vI§IN][10] = 8; | IsTemplate  False

y[-{I\ell4] 5; TypeString  void

v[3IN-BI109] = 12;

v[31I\N-2] = 7;

IsOverloaded False

/* and \§ on... */

9 printf("H{llo World!™);
return;

100 %

Output

Error n. 1

Maximum allowed 1
Index name
Index value 10

file gFighter-Cc++\Console Examples\Ex@2 Multiple Buffer\main.cpp
line
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15. Correct the index

File Edit View Project Build Debug Tools Window Help

Pals - G | %089 - -85 b [Debug  -|{win2 e 2
DRk |FERIZ2003 38

maincpp X Solution Explorer

(Global Scope) vl "% main(int argc, char * argv(]) | e | =
Fl#include "stdio.h" [-4 Solution 'Ex02_Multiple_Buffer'
4 [71 Ex02_Multiple_Buffer
#include <iostream> i 4 External Dependencies
#include <cstdlib> 3 Header Files
3 Resource Files
using namespace std; 4 [F Source Files

¢4 main.cpp

Hvoid main(int argc, char *argv[])

{
= /* Try this code */
/* Run it */ Properties

main VCCodeFunction

/* Then try with BugFigher!!*/ —
/* and look in the exe directory, */ ==

/* you will find "Errors.txt" with the errors report */ -

(Name) main
/* It will be very easy in this way to debug!! */ File c\bugfighter-c+
FullName main
Isinjected False
Isinline False
yEg%EB]M] B 55 CORRECT THE INDEX IsOverloaded False
VE3I016107] = 11; y[1e1[31[4] > y[9][3][4] isSealed  False
v[31[2][10] 8; IsTemplate False
v[-31[6]1[4] 5: TypeString  void
v[31[-41[°] = 12;
y[31[51[-2] = 7;

int y[10][10][10];

/* and so on... */

printf("Hello World!™);
return;

Output
e 1 [ W e W W

Iter ved

11
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16. Select “Copy Project”

] Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express - B8 kgl Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express - =
file Edit View Project Build Debug Jools Window Help File Edit View Project Build Debug Tools Window Help

Al (G| 8 DR -0 - &5 | b Debyg - || wina2 - |0 2
Qi elEEz200QP 0383 Q.

Pl Sl | % DR - L5 b Debug - win2 -| |2

maincpp X - Solution Explorer

i

3 Solution ‘Ex02_Multiple_Buffer’
4+ 71 Ex02_Multiple_Buffer
4 External Dependencies
3 Header Files
4 Resource Files

(Global Scope)
S#include “stdio.h”

% main(int argc, char * argv[))

#include <iostream> Fle Settings QuickHelp Help

#include <cstdlib>

Select the oniginal project path Select the destination project path 4 & Source Files
using namespace std; C:\BugFighter.C++\Console_Examples\Ex{12_Mutipke_Buffer C\BugFighter C++'\Console_Exampies'\Ex02_Mutiple_Buffer_mod ) maincpp
==l == —
. I
id int har * "
void main(int arge, char argv(]) Select the files you want to test Select the file type you wart o test [

Console_Examples \Ex02_Muitiple_Buffer c ] Standard
Multple_Buffer apenscf [CJcPp | |[] Embedded
Multple_Buffer scf ] Standard + dynamic memary
2_Mutple_Buffes sin [] Embedded + dynamic memory

/* Try this code */
/* Run it =/

/* Then try with BugFigher!1*/ Mt B HPP 3
/* and look in the exe directory, */ e M Dt s [ HH
/* you will find "Errors.txt® with the erro 02 Muliple,_Bufier.voprojfters

. ¢02_Multple_Buffer vopr user
f* It vl be very eazy in this way to debug {Fimain cpp C\BugFightes C++\Console_Example: Mutiple_Buffer_mod\c.

- ebug = —
int y[10][18][10]; & Jpch CBughgrier Exampics Ex02_Mutile_Bfler_mod
main cop
y[el[3][4] = 5;
y[91[3][4] = 5;
y[3][10][7] = 11;
vi3l[2]110] = 8; [
y[-31[6][24] = 5; 1
y[31[-41[9] = 12; 1 Copy Project 1
y[31151[-2] = 7; L
—— -
/% and s0 on... */
@ printf("Hello World!");

return;

Output

Output
Show output from: | Debug

Item

17. Select “Yes” to reload the project

| Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -8 ) Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -0
file Edit View Project Build Debug Tools Window Help file Edit View Project Build Debug Tools Window Help

fdlvadr Gl d s a9 - - flvcd- S @ & DR[9 -0 - -0 b [Debug  -[[win2 - [
W EE|Z 2093 &

Solution Explorer

2 | N[ E]
23 Solution ‘Ex02_Multiple_Buffer
+ 71 Ex02_Multiple Buffer

& External Dependencies

(3 Header Files

- Resource Files
4 & Source Files

< main.cpp

maincpp X

(Global Scope) ~] % mainint argc, char * argv()) a2 e
~#include "stdio.h" BF C/CH+ B

#include <iostream> File Settings QuickHelp Help
#include <cstdlib> s e e

% P ++\Console_Exampl Muttpie
using namespace std; C\BugFighter Ce\Console_Examples'\Ex02_Multiple_Buffer

void main(int argc, char *argv[]) Shata s
lect the fies you w

/* Try this c
/* Run it */

*/

0 File modification detected Properties

The fitters file for project Ex02_Muitiple_Buffer has been

modified outside the environment.

Do you want to reload the filters structure from disk?

Press Yes to reload the filters file in the environment. Reloading

the filters file will cause any unsaved changes to the project file

to be saved on disk.

Press No to ignore external changes. Any unsaved changes to the

project and to the filters file will be preserved. Note that the

filters file will be overwritten on ‘Save All" or close operations on

ol the project and any unsaved changes will need to be manually

y H merged.

y[91(3][4] = 5;

y[3][10](7] = 1

y31[2][10] = 8;

y[-3][6][4] = 5;
1
7

/* Then try with BugFigher!1*/
/* and look in th
/* you will find

e directory, */
s.txt" with the error

)

/* It will be very easy in this way to debug

int y[10][10][10]; b

1;

y[3][-4][9] = 125
y[31051[-2] = 7;

and so on... */

o printf("Hello World!");
return;

Output

Show output from: | Debug

12
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18. Select “Reload”

& Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -0 Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express -8
file Edit Yiew Project Build Debug Jools Window Help File Edit View Project Build Debug Tools Window Help

Palralr G4 a9 - - b [Debg - || Win32 -7 vl S @ % -a@9 - - L5 b | Debug -| Win32 - [
2B [ EEIZ2|0V3 6 IalidAs

maincpp X

3 | 2| B
3 Solution Ex02_Multiple_Buffer
+ 71 Ex02 Multiple Buffer
4 Exteral Dependencies
(3 Header Files
3 Resource Files
+ @ Source Files
) maincpp

Alal2 i

=#include "stdio.h" BF C/C++ B

(Global Scope) -] % mainint argc, char * argvi))

#include <iostream> File Settings QuickMelp Help

#include <cstdlib> Select the original project path

C\BugFighter Cv+\Console_Examples\Ex02_Mutiple_Buffer

Select the files you wart to test
BugFighter Ces\Cor
Mutiple_Busfer o

tiple_Buffer sdf

_Buffer sin

_Buffer suo
_Buffer vorproj
ffer vexpoj fiters
itiple_Buffer vexprop user

using namespace std;

=void main(int argc, char *argv(])

= /* Try this code */
/* Run it */

The solution ‘Ex02_Multiple_Buffer’ has been modified outside the environment.

Then try with BugFi
/* and 1

her!1%/

ok in the

Press Reload o load the updated solution from disk.
Press Ignore to ignore the external changes. The changes will be used the next time you open the
solution.

directory, */
Errors.txt” with the e

you will find "I

e

It will be very easy in this way to debug

-y
Reload ||| fgnore
-

int y[10][10][10]; $ Joch

y[el(3][4] = 5;
y[91(3]1[4] = 5;
11;

y[3][10](7]
y[3][2][10] =
y[-31(6](4] =
y[3][-4119] =
y[3105](-2] =

Copy Project

/* and so on... */

@ printf("Hello vorld!");
return;

Output

Show output from: | Debug

19. Select “Run”

o Ex02_Multiple_Buffer - Microsoft Visual C++ 2010 Express - 0
file Edit View Project Build Debug Jools Window Help file Edit View Project Build Debug Tools w‘moi_gq&
i G| % ARA|9 -~ - 4| » [Debug  -[{win32 -2 idrcl-Sdd & D@9 -0 -8-02]»
W EFEZ20P3 038R s Solution Explorer

3|

(Global Scope) ~| © mainint arg, char * argvi)) a2 i 3 Solution ‘Ex02 Multiple_Buffer
+ 7 Ex02_Multiple Buffer

maincpp X

S#include "stdio.h" BF &4 External Dependencies
T okt File Settings QuickHelp Help S Feader Hios
#include <cstdliby Select the ariginal project path i ::Z?:::l:“
using namespace std; s e b Rhance

void main(int argc, char *argy|
¢ ® () Select the files you wart to test
/* Try this code */ = ' - = e Properties
/* Run it */ s

/* Then try with BugFigher!1%/
/* and look in the exe directory, */
/* you will find “Errors.txt” with the error

/* It will be very easy in this way to debug

int y[10][10][10]; &

y[@][3][4] = 5;
y[91(3][4] = 5;

y[31(10](7] = 11;

y[3][2][10] = 8;

y[-3][6][4] = 5;

y[31[-4][9] = 12; Copy Project
y[31051[-2] ;

/* and so on...

o printf("Hello World!");
return;

Output

Show output from: | Solution

13
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20. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help
Pl S % a9 - &0 b | Debug -| | win32
QR |FEZ2(0P0P 383 Rs

main.cpp

(Global ope) vl ‘% main(int argc, char * argv(]) | s?i | =]

H#incl\de "stdio.h" [ Solution 'Ex02_Multiple_Buffer'
4 [71 Ex02_Multiple_Buffer

#include\<iostream> & (@ External Dependencies

#include N¢stdlib> 3 Header Files

3 Resource Files
using namespdce std; 4 [ Source Files

¢4 main.cpp

Svoid main(int argy, char *argv[])

{
= /* Try this code\*/
/* Run it */ Properties
main VCCodeFunction
/* Then try with BugNigher!!*/ —
/* and look in the exd\directory, */ E‘E'Hj
/* you will find "Error\.txt" with the errors report */ -

(Name) main
/* It will be very easy in\this way to debug!! */ File c\bugfighter-c+

FullName main
int y[1e]{1e](10]; Isinjected False
Isinline False
y[el[3][4] = 5;

3114 5;
rﬁ%ilgg[;] = 11- IsSealed False
L[N 10] 8;, IsTemplate False

yIN31[6N[4] = 5; TypeString  void
y[N[-4N°o] = 12;
y[3N5II\2] = 7;

IsOverloaded False

/* and\soVon... */

9 printf("NeNo World!™);
return;

L}
100% -

Output

Ready

File Modifica Formato Visudli

Error n. 1

Maximum allowed i
Index name

Index value

file

line
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21. Correct the index

File Edit View Project Build Debug Tools Window Help

Pls - S | % a9 - & 00 b Debug - [winz2 e 2
DRk |FE|IZ2|0P0LP 3860 RAs

main.cpp* X

(Global Scope) vl ‘W main(int argc, char * argv(]) | .5; | EI

El#include "stdio.h" -4 Solution "Ex02_Multiple_Buffer'
4 [71 Ex02_Multiple_Buffer

#include <iostream> i External Dependencies

#include <cstdlib> 3 Header Files

3 Resource Files
using namespace std; 4 [Z Source Files

&4 main.cpp

=lvoid main(int argc, char *argv[])
{
= /* Try this code */
/* Run it */ Properties

main VCCodeFunction

/* Then try with BugFigher!!*/ —
/* and look in the exe directory, */ = E

/* you will find "Errors.txt" with the errors report */ <
(Name) main
/¥ It will be wvery easy in this way to debug!! */ File c\bugfighter-c+
FullName main
Isinjected False
Isinline False

int y[1@][10][10];

y[@1[31[4] = 5; IsOverloaded False
y[91[31[4] = 5; CORRECT THE INDEX

yBlKA=—T lsSealed  False
y[31[2][10] s y[31[10][7] = y[3]1[91[7] IsTemplate  False
v[-3]1[61[4] = 5; TypeString  void
y[31[-41[9] = 12;
y[31[51[-2] = 7;

/* and so on... */

printf("Hello World!");
return;

Output v I x
I e N R S T

hGED P Col 10

22. Repeat from step 16

15
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23. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help

Pl s Sl | % 289 - -85 | b | Debug | [win32 Tl
QR |FEEZ2(0P08 383 QAs

Solution Explorer
vl W main(int argc, char * argv[]) | .3' | E‘
[-d Solution ‘Ex02_Multiple_Buffer
4 [71 Ex02_Multiple_Buffer
i [z External Dependencies
3 Header Files
3 Resource Files
4 [Z Source Files
& main.cpp

{
=]
Properties

main VCCodeFunction
Then try with BugNigher!!*/ —
and look in the ex\directory, */ &= 2t |—=|

you will find "Error\,txt" with the errors report */ ol

(Name) main

J/* It will be very easy in\this way to debug!! */ Eile c\bugfighter-c+
FullName main

int y[1e][10][10]; Isinjected False

[@1[3]1[4] = 5 Isnline False
y 5

JYS&EE?} iijl IsSealed False

IsOverloaded False

:_3([3][2] 18] = 8; IsTempI_ate Fal.se
No][ 5; TypeString  wvoid

N = 12;

75

printf("He\1ld World!");
return;

File Modifica Formato Visual

Error n. 1

Maximum allowed ipdex fdr “"y[3][2]™":
Index name

Index value

file

line
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24. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help

Pl Gl | % B9 - -85 b |Debug - win32 Tl 2
Db a|EFEZ2(003 3@ As

main.cpp Solution Explorer

vl % main(int argc, char * argv[]) | = | =
[-a Solution ‘Ex02_Multiple_Buffer’
4 [71 Ex02_Multiple_Buffer
i 4 External Dependencies
3 Header Files
3 Resource Files
4 [Z Source Files
4 main.cpp

{
=

Properties
main VCCodeFunction
Then try with BugNigher!!*/

Bz | A =
and look in the exd\directory, */ w2l |§I
you will find "Error\.txt" with the errors report */ 8

(Name) main

J* It will be very easy in\this way to debug!! */ File c:\bugfighter-c+

FullName main
Islnjected False

. Isinline False
iEg%E}Ei} = gs IsOverloaded False

int y[1@][1@][1@];

) IsSealed False
ig%g}g} ;L IsTemplate False
y[-31[61[4] = 5; TypeString  void

World!");

Ready

File Modifica Forma Visualizza ?

Error n. 1

Negative index:
Index name
Index value
file

line
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25. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help

Pl (G % a9 - -85 b | Debug || winz2 Il 2
DR [FEFEIZ2(0PP 1383 Qs

main.cpp Solution Explorer

vl & main(int argc, char * argv[])

[-4 Solution ‘Ex02_Multiple_Buffer’
4 [71 Ex02_Multiple_Buffer
i+ 4 External Dependencies
3 Header Files
3 Resource Files
4 [Z Source Files
¢4 main.cpp

{
=
Properties
main VCCodeFunction

= =

-

(Name) main
File c\bugfighter-c+
FullName main
Isinjected False
Isinline False

int y[1e][1e][1@];

)):ES}E}EE = IsOverloaded False

IsSealed False

ig}%g} E;% H IsTemplate  False

[alrelr4] ; TypeString  void
[3M;4]109]

World!");

File Modifica Formaq Visualizza ?

Error n. 1

Negative index:
Index name
Index value
file

line
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26. Check “Errors.txt”

File Edit View Project Build Debug Tools Window Help

Pl (G | # a9 - -85 b | Debug - win32 Tl 2
Db a|EFEZ2(003 3@ As

main.cpp Solution Explorer

vl % main(int argc, char * argv[]) | = | =
[-a Solution ‘Ex02_Multiple_Buffer’
4 [71 Ex02_Multiple_Buffer
i 4 External Dependencies
3 Header Files
3 Resource Files
4 [Z Source Files
4 main.cpp

{
Bl
Properties

main VYCCodeFunction
Then try with BugNigher!!*/ —Ta
and look in the exd\directory, */ o= b |—=|

you will find "Error\.txt" with the errors report */ 8

(Name) main
J* It will be very easy in\this way to debug!! */ File c\bugfighter-c+
FullName main
Islnjected False
Isinline False

IsOverloaded False

int y[1@][1@][1@];

y[@1[31[4] = 5;
yEg} E;} E;} % - IsSealed False
¥[3][2][9] ; IsTemplate  False
y[el[6][4] ; TypeString  void
L308109]

y[310500-21 = 7;

- -

print§("Hdllo World!");

File Modifica Formalo | Visualizza ?

Error n. 1

Negative index:
Index name
Index value
file

line
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