Bugfighter C/C++

How to detect a buffer overflow in an array

1. Make a copy of the project directory:
Ex: Ex01_Single_Buffer 2 Ex01_Single_Buffer_mod

Home Condividi Visualizza

@ @ ~ 4 | <« Discolocale (C) » BugFighter-C++ » Console_Examples v (',

-

. Ex01_Single_Buffer

. Ex01_Single_Buffer_mod
. Ex02_Multiple_Buffer

. Ex02_Multiple_Buffer_mod
. Ex03_Struct_Test

- Ex03_Struct_Test_mod

.~ Ex04_Null_Pointer

- Ex04_Null_Pointer_mod

1 elemento selezionato

9 elementi

) B¢ X=E- C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer =

N -
(CEORE A

Condwidi  Visualizza

v e

Ex01.5

« Console_Examples » Ex01_Single_Buffer Cercain ngle_Buffer

Nome Ultima modifica Tipo Dimensione  Data creazione
). Debug 31/08/2020 22:33 Cartella di file 31/08/2020 22:22
L ipch 04/09/2020 21:39 Cartella di file 04/09/2020 21:39
| Release Cartella di file 31/ 31
Ex01_Single_Buffer.opensdf File OPENSOF 1K8
14 Ex01_Single_Buffer.sdf SQL Server Compa. 5524KB 31/
< Ex01_Single_Buffersin File SLN 1KB 31/08
13 Ex01_Single_Buffersuo Visual Studio Solut. 10KB  31/08/2
32 Ex01_Single_Buffer.vexproj VC++ Project 4KB  31/08/2020
Ex01_Single_Buffer.voxproj filters File FILTERS 1KB 31/08/2020 22:22
ﬁ Ex01_Single_Buffer.voxproj.user 3 /2020 22:19 Per-User Project O. 1KB 31/08/2020 22:22
& maincpp 04/09/2020 2206 File CPP 1KB  31/08/2020 22:22
ORIGINAL PROJECT FOLDER
WILL NOT BE TOUCHED
<
11 elementi

Ultima modifica

04/09/2020 22:17
04/09/2020 22:16
31/08/2020 23:12
04/09/2020 22:17
04/09/2020 22:46
04/09/2020 22:46
31/08/2020 21:38
31/08/2020 21:38

Tipo

Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file
Cartella di file

Home  Condividi Visualizza ve
» (© (3 - 1 L « Console Examples » Ex01 Single Buffer mod v & | Cerca in Ex01 Single_Buffer m..

Nome & Ultima modifica Tipo Dimensione

). Debug Cartella di file

L ipch Cartella di file

). Release Cartella di file
| Ex01Single.| File OPENSDF 1KB
14 Ex01_Single_Buffersdf SQL Server Compa. 5524 KB
2 Ex01_Single_Buffersin File SLN K8
L) Ex01_Single_Buffersuo Visual Studio Solut. 10K8
52 Ex01_Single_Buffer.vexproj VC++ Project 4Ke
Ex01_Single_Buffervoxprojfilters File FILTERS 1K8
& Ex01_Single_Buffer.vexproj.user Per-User Project O. 1K8
& maincpp File CPP 51K8

Destination folder with the modified code
>
(== ] 1eemen
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2. Open both projects with your compiler

o Ex01_Single_Buffer - Microsoft Visual C++ 2010 Express
file Edit View Project Build Debug Tools Window Help File Edit View Project Build Debug Tools Window Help
fal- -Gl & a9 - -G b Release i i e e T S o e B [ e | e
< Ry 20893 =4l DRAs Solution Explorer
maincpp X ~ > wd |

-3 Solution 'Ex01_Single_Buffer’ (1 pf
71 Ex01_Single_Buffer

(Global Scope) -] % mainint argc, char * argl)
#include "stdio.h”

#include <iostream>
#include <cstdlib>

using namespace std;

=void main(int argc, char *argv[])

- /* Try this code */
/* Run it */

/* Than try with BugFigher!1%/
/* and look in the exe directory, */
/* you will find "Errors.txt" with the errors report */

/* It will be very easy in this way to debug!! */
<

int x[10]; &3 Solution Explor.

x[10] =
x[-3] =

5;
3;

printf("Hello World!");
return;

ORIGINAL PROJECT MODIFIED PROJECT

Code will not be modified Will contain the modified code
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3. Run the original code:
No exception will be detected

File Edit View Project Build Debug Tools Window Help

7:;]7' s ﬁ,@,‘;ﬁjﬁ‘ =3 lﬁ[ 9 -0 -G 'giln P [Release

IOl |EEZ22|08033:3@daQir»aaal
[1952] Ex01_Single_Buffer.exe - | Thread: | [1076] Main Thread

i Process: |

maincpp X

(Global Scope) vl ¥ main(int argc, char * argv(])
S#include "stdio.h" 13| > Solution Ex01_Single_Buffer|
4 [71 Ex01_Single_Buffer

#include <iostream> (4 External Dependencie)
#include <cstdlib> 3 Header Files

[ Resource Files
using namespace std; » [ Source Files

=lvoid main(int argc, char *argv[])
K
= /* Try this code */
/* Run it */

/* Than try with BugFigher!!*/
/* and look in the exe directory, */
/* you will find "Errors.txt" with the errors report */

/* It will be very easy in this way to debug!! */

int 10];
Tk xi2d NO ERROR WILL BE DETECTED

x[10]
x[-3] = 3;

printf("Hello World!");
return;

Call Stack

i Name ‘ Value

ESWNCH B Locals & Watch 1 W Bre.. BN Co..

Ln 25
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4. Open Bugfighter C/C++

g Ex01_Single_Buffer - Microsoft Visual C++ 2010 Express -8 5 Ex01_Single_Buffer - Microsoft Visual C++ 2010 Express -8
File Edit View Project Build Debug Tools Window Help File Edit View Project Build Debug Tools Window Help

Arad- Sl & a9 - -G b Release |winz2 & Bl -S| % B9 -0 - &0 b [Release  -|[win32
SRR EEZ2 (003 sl dR Solution Explorer

maincpp X ~ Solution Explorer L 2
23 Solution 'Ex01_Single_Buffer’ (1 pr
171 Ex01_Single_Buffer

(Global Scope) -] % mainint argc, char * arayi
=#include "stdio.h"

File Settings QuickHelp Help

#include <iostream>
#include <cstdlibs sy

Select the destination project path

= ==

Tolkisatn(int, srecs  coapraresl) Select the fles you want to test Select the fle type you want to test o
(] Standard

(] Embedded

(] Standard + dynamic memory

] Embedded + dynamic memory

using namespace std;

= /* Try this code */
/* Run it */

/* Than try with BugFigher!!*®/
/* and look in the exe directory, */ m
/* you will find "Errors.txt" with the er

* It will be very easy in this way to def
<

int x[10]; &3 Solution Explor...

x[10] = 5;
x[-3] = 3;

M=

printf("Hello World!");
return;

¥a Find Svmbol Result

5. Select the directory with the original code:
Ex: “C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer”

) 2B MHCX R I C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer I -0 ) +EBMDEX - = | C\BugFighter-C++\Console_Examples\Ex01_Single Buffer mod — O
W ve .o
®© = 1 L « Console Examples » Ex01_Single_Buffer v o e Buffe » ® ~ 1 ) « Console Examples » Ex01_Single_Buffer mod v | | Cercain Ex01 Single »
Nome i’ Ultima modifica Tipe Dimensione Data creazione Nome * Ultima modifica Dimensione
}. Debug e
L ipch Cartella di file
| Release artella di file
Ex01_Single_Buffer.opensdf File Qf QuickHelp Help File OPENS 1K8
5 Ex01_Single_Buffer.sdf Select the original project path Select the destination project path p
2 Ex01_Single_Buffersin C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer 1K8
;Exm_Smglejuffer.suu Carmations ki _ KB
3 Ex01_Single_Buffer.vexproj KB
Ex01_Single_Buffer.voxproj filters Select the files you wart to test Select the file type you want to test 0% KB
B Ex01_Single_Buffervoxprojuser - BugFighter-C++\Console_Examples\Ex01_Single_Buffer ] ] Standard V58
& maincpp 4/09/2020 22:06 Single_Buffer opensdf Embedded File CPP
Segle_Buffer sof [ Standard + dynamic memory
Sngle_Buffer sin Embedded + dynamic memory
Sngle_Buffer suo
Sngle_Buffer voproj
Single_Buffer vexproj fters
Single_Buffer veproj user
3
Copy Project
<
11 elementi 11 elementi
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6. Select the C/C++ code file that must be tested:

Ex: “main.cpp”

LIoB"™CX=D = | C\BugFighter-C++\§onsole_Examples\Ex01_Single_Buffer -8 m bl lg B ™ ¢ X =2 3Z- = | C\BugFighter-C++\Console_Examples\Ex01_Single_Buffer mod — =] u
_ Home  Condwidi  Visualizza v e - Home  Condiidi  Visualizza ve
© « 1 )« Console Examples » Ex01_Single_Buffer v ¢/ | CercainEx01Single Buffer £ (© (3 - 1k « Console Examples » Ex01_Single_Buffer mod v & | Cerca in Ex01 Single_Buffer m.. £
Nome : Uttima modifica  § Tipo Dimensione ~ Data creazione Nome ’ Ultima modifica Tipo Dimensione

). Debug 31/08/2020 2233\ Cartella di file 31/08/2020 22:22 ). Debug 04/09/20202137  Cartella di file
L ipch 04/09/2020 21:39 2 s

Cartella di file

. Release 04/09/2020 22:07 Cartella di file
Ex01_Single_Buffer.opensdf 04/09/2020 21:39 File Settings QuickHelp Help File OPENSDF 1K8
14 Ex01_Single_Buffer.sdf 04/09/2020 21:53 Select the original project path Select the destination project path SQL Server Compa. 5524 KB
=) Ex01_Single_Buffersin 31/08/2020 22:19 C\BugRighter C++\Console_Examples\Ex01_Single_Buffer ] File SLN 1K8
51—‘ Ex01_Single_Buffer.suo 04/09/2020 21:48 Modfied C et - Visual Studio Solut. 10K8
3 Bx01_Single_Buffer.vexproj 31/08/2020 22:19 Project Project VC++ Project 48
EX01_Single_Buffer.voxproj filters 31/08/2020 22:19 R T ek SR L oy e 0% File FILTERS 1KB
&) Ex01_Single_Buffervoxproj.user 31/08/2020 22:19 ~[]C:\BugFighterC++\Console_Examples\Ex01_Sngle_Buffer 0c (V] Standard Per-User Project O. 1K8
& maincpp 04/09/2020 22:06 - JEx01_Single_Buffer opensdf []cep (] Embedded File CPP 51K8
-] Ex01_Single_Buffer sdf 0cc (] Standard + dynamic memory
{-CJExD1_Sngle_Bufersin H (] Embedded + dynamic memory
|-CJEx01_Sngle_Buffer suo [] HPP
. C1Ex01_Single_Buffer.voproj I HH
Copy Project
<
11 elementi

11 elementi =l

7. Select the destination directory with the modified code:
Ex: “C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer_mod”

LlE D¢ X= C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer -0 m bR ¢ X=5-~ IC:\BugFighter-C++\Console_ExampIes\Ex01_Single_Buffer_modI -0 “
Bl o oo i Ml - TR ve
®© ~ 1 ) « Console Examples » Ex01_Single_Buffer v & | Cercain Ex01 Single Buffer (© (3 - 1k « Console Examples » Ex01_Single Butfer mpl v & | Cercain Ex01 Single_Buffer m..
Nome ° Ultima modifica  Tipo Dimensione ~ Data creazione Nome : Ultima my Tipo Dimensione
). Debug 31/08/20202233  Cartella di file 31/08/2020 22:22 ). Debug /20202137 Cartella di fil
b ipch 04/09/2020 21:39 — = > Cantella di file
| Release 04/09/2020 2207 b Cartella difile
Ex01_Single_Buffer.opensdf 04/09/2020 21:39 File Settings QuickHelp Help B File OPENSDF 1KB
1% Ex01_Single_Buffersdf 04/09/2020 2153 Select the original project path Select the ination project path SQL Server Compa. 5524 KB
= Ex01_Single_Buffersin 31/08/2020 22:19 C\BugFighterCe+\Console_Examples\Ex01_Single_Buffer [C:\BugRghter C++\Console_Examples\Ex01_Single_Buffer_mod File SLN 1K8
i) /0972020 21; r | Studio Solut 10K
& Ex01 Single Buttersuo 04/09/2020 21:48 e e < o EE Visual Studio Solu 0K8
2 Ex01_Single_Buffervcxproj 31/08/2020 2219 Project Project VC++ Project 4K8
Ex01_Single_Buffer.voxprojfilters 31/08/2020 22:19 Skt i o wack b bt SR e [ File FILTERS 1K8
& Ex01_Single_Buffervoxproj.user 31/08/2020 22:19 ‘5L 1C\BugFighter C+\Console_Examples\Ex01_Single_Buffer 0c 4] Standerd Per-User Project O, 1K
& maincpp 04/09/2020 22:06 ‘ {)Ex01_Single_Buffer opansdf []cep [] Embedded File CPP 51KB
’—Dam_s.ge,uasa gcc [ Standard + dynamic memory
|-CJEx01_Sngle_Bufer sn OH (7] Embedded + dynamsc memary
|-CJEx01_Sngle_Buffer suo (] HPP
HCJEx01 Sl Bufer v O HH
+{]Ex01_Single_Buffer voxproj fiters
1] Ex01_Sngle_Buffer verpro) user
[-iman cpp
@JDebug
@ Jipch
- ]Release
Copy Project
< >
11 elementi

11 elementi
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8. Select “Copy Project”:
All files will be copied from original directory to the destination directory:
Ex01_Single Buffer 2Ex01_Single_Buffer_mod

The file “main.cpp” will contain the test code.

! vBEDEX C\BugFighter-C++\Console_Examples\Ex01_Single_Buffer -0 ) 2B DX &= C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer mod — o
| i [T — v M o oo visuias )
* T L « Console Examples » Ex01 Single Buffer v ¢/ | CercainEx01 e_Buffe v ( ~ 1 | « Console_Examples » Ex01_Single_Buffer mod » v ¢ erca in Ex01 e_Buffer p
Nome . Jitima modifica Tipc one Nome . Uitima modifica Dimensione
J. Debug i file | Debug 4/09/2020 213
L ipch 04, y
| Release 4/09/2
Ex01_Single_Butfer.opensdf 4/09, 2 File Settings QuickHelp Help
5 Ex01.Single_Buffersdf 4/09/2 Select the original project path Select the destination project path
Ex01_Single_Buffersin 08/2020 22:19 C:\BugFighterCe+\Console_Examples\Ex01_Single_Buffer C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer_mod
_Exoljmg\e,Bu“ersuo 4/09/2020 21:4 O Modified Convetions left [
5 Ex01_Single_Buffer.vexproj —
Ex01_Single_Buffervoxprojfifters 1 et U et o G et Sadact e e ype you wark 1o Mt 100%

& Ex01_Single_Buffervoxproj.user 1/08/2020 22:1 & ]C:\BugFighterC++\Console_Examples\Ex01_Sgle_Bufier Standard
Ex01_Sngle_Buffer opensdf

Single_Buffer sif cc ] Standard + dynamic memory

& maincpp 4/09/2020 22:06

1_Sngle_Buffer sin 1H (7] Embedded + dynamic memory
Sngle_Buffer suo ] HPP
HH

_Sngle_Buffer vorproj
Sngle_Buffer vorprojfters
Single_Buffer vexproj user

onsole_Examples\Ex01_Single_Buffer_mod\Re

C\BugFighter-C++\Console_Examples\Ex01_Single_Buffer_mod

& [ TRcisas main cop
[ ——————————— -
I Copy Project l
e o o
<
11 elementi 11 elementi

9. The destination project has been updated:
Select “Yes” to reload the project
v b M ol Se = C:\BugFighter-C+ +\Console_Examples\Ex01_Single_Buffer -0 i) Ex01_Single_Buffer - Microsoft Visual C++ 2010 Express e

Condwidi  Visualizza . @ Ffile Edit View Project Build Debug Tools Window Help
PG - S8 2B[9 -0 -S| b [Release

© © 1 L « Console_Examples » Ex01Single_Buffer v ¢ x01 if »
Nome tima modifica Tip Dimensiane
). Debug 8 233 Ca ) 2 Solution ‘EX01_Single_Butfer’ (1 pi
ipch 4/09, 9 ) 7 Ex01 Single_Buffer
). Release 4109, y | BF C/C++ B
Ex01_Single_Buffer.opensdf 2 File Settings QuickHelp Help
5 Ex01.Single_Buffer.sdf 2 Select the onginal project path
£x01_Single_Buffersin C\BugFighter Ce+\Console_Examples\Ex01_Single_Buffer
+) Ex01_Single_Buffersuo 4/09) 148
o Ex01_Single_Buffer.voxproj
Ex01_Single_Buffervoxproj filters 1/08/2020 22:1 Selact fhe fles you wart 4
&) £x01._Single_Buffervoxprojuser 2219 = JC\B. File modification detected
& maincpp 14/09/2 206
The filters file for project Ex01_Single_Buffer has been modified
outside the environment.
Do you want to reload the filters structure from disk?
Press Yes to reload the filters file in the environment. Reloading
the filters file will cause any unsaved changes to the project file
to be saved on disk.
Press No to ignore external changes. Any unsaved changes to the <
g project and to the filters file will be preserved, Note that the
P filters file will be overwritten on ‘Save All' or close operations on
¥ the project and any unsaved changes will need to be manually
merged.
< >
11 elementi
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10. Select “Reload”

% Se- = C:\BugFighter-C+ +\Console_Examples\Ex01_Single_Buffer -0 Ex01_Single_Buffer - Microsoft Visual C++ 2010 Express -0
a @ file Edit View Project Build Debug Tools Window Help

Condividi  Visua

© -1 « Console_Examples » Ex01_Single_Buffer v &l | ce f » falv - G| DB - LS| b [Retease =j Win32 L)
Nom: - tima modifica Tipo Dimen: e Data creazione
- - |
Debug artella di file 3 Solution ‘Ex01_Single_Buffer (1 p
ipch 1/09/2020 21 = . C/CH+ B 7 Ex01 _Single_Buffer
Release
Ex01_Single_Buffer.opensdf )4/09/2020 21 File Settings QuickHelp Help
4 Ex01_Single_Buffersdf 4/09/2020 21:5 Select the original project path

£x01_Single_Buffer:sin 1 20 22:1 C\BugFighter Ce+\Console_Examples\Ex01_Sngle_Buffer

Ex01_Single_Buffer.suo 4/09/2020 21
¥ Ex01_Single_Buffer.vexproj 1 -
Ex01_Single_Buffer.voxproj flters

Select the files you wart to test

= []C\BugRghter Ce+\Console.

& Bx01_Single_Buffervoxprojuser
& main.cpp 4/09/2
The solution ‘Ex01_Single_Buffer' has been modified outside the environment.
Press Reload to load the updated solution from disk.
Press Ignore to ignore the extemal changes. The changes will be used the next time you open the
solution.

- —

Reload l Ignore
-

Copy Project
< >
11 elementi B
« »
11. Select “Run
ge-= C:\BugFighter-C+ +\Console_Examples\Ex01_Single_Buffer -8
Condwidi  Visualizza )
€ © 1 b « Console_Examples » Ex01 Single_Buffer » v 6 X01 f »
Nom : tim a Tip Jimensione ata creaz
) aal |
% Debug 0 23 Solution ‘Ex01_Single_Buffer (1 pi
ipch 4/09) 139 e AV 7 Ex01_Single_Buffer
Release 4 C/C++ B
Ex01_Single_Buffer.opensdf 4/09/2020 2 File Settings QuickHelp Help

% Ex01_Single_Buffersdf 4/09/202 Select the original project path
£x01_Single_Buffersin 020 22 C\BugFighterCe+\Console_Examples\Ex01_Single_Buffer
£x01_Single_Buffersuo 4 14

o Ex01_Single_Buffer.vexproj
£x01_Single_Buffer.vorproj filters 1 2022

&) Bx01_Single_Buffervoxproj.user Sngle_Buffer

-
& maincpp 4/09/2 )6

<

Copy Project

11 element
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12. During run-time the test code will detect the error and write
the message on the console:

Error n. 1

Maximum allowed index for "x":

Index name : 10

Index value : 10

file : C:\BugFighter-C++\Console_Examples\Ex01_Single_Buffer\main.cpp
line : 22

R ) e = C:\BugFighter-C+ +\Console_Examples\Ex01_Single_Buffer -8
“ " @ [l file Edit View Project Build Debug Tools Window Help
€« -1 « Console_Examples » Ex01_Single_Buffer » v & o P S dd| s SRR IR
R W N B B JETTRE 4l § o
Debug

Solution Explorer v o x

| P
A Solution 'Ex01_Single_Buffe
71 Ex01_Single_Buffer

ipch

Release
Ex01_Single_Buffer.openscilie |

£401_Single_Buffer.sdf
£x01_Single_Buffersin
E01Single Buffersuo | NIEERERENSERN
8 Ex01_Single_Buffer.voxpro,

£x01_Single_Buffer.voxproj
B Ex01_Single_Buffervexproj

& maincpp

~ 1 x [SEEEY

- Im.
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13.

the message in a text file “Errors.txt”:

Error n. 1

Maximum allowed index for
Index name : 10
Index value : 10
file : C:\BugFighter-C++\Console_Examples\Ex01_Single Buffer\main.cpp

line:22

L0 ™¢X g

 rETTE

®© © 1 ) « Console_Examples » Ex01_Single_Buffer »
Nome a Ultima modifica
). Debug
) ipch
). Release

£x01_Single_Buffer.opensdf

% Ex01_Single_Buffersdf

2| Ex01_Single_Buffersin

) Ex01 Single Buffersuo

=¥ Ex01_Single_Buffervoxproj
Ex01_Single_Buffervoxproj filters

&) £x01_Single_Buffervexprojuser

& maincpp

<

1 elementi

X

C:\BugFighter-C+ +\Console_Examples\Ex01_Single_Buffer - oS

v & CercainB01s »
Tipo Dimensione  Data creazione
Cartella di file 31/ 222
8F C/C+ By

File Settings QuickHelp Help
C\BugFighter C++\Cansole_Examples\Ex01_Single_Buffer

Original
Project

Sdeduﬂuywwynum

[ & 1C \BugFighter Cos\Console_Examples\Ex01_Single_Buffer
[JEx01_Sngle_Buffer opensdf

[JEx01_Single_Buffer scf

0

F-CJExD1_Single_Buffer vorpry
HIEx01_Single_Buffer voxproj fiters
-CEx01_Single_Buffer vorproj user
-{imain cpp
#-{JDebug
ipch

Sngle_Bufier 50

&[] Release

Copy Project

File Modifica Formato Visualizza

Home  Condividi  Visualizza

(© (3 - 1 L « Console_Examples » Ex01_Single_Buffer_mod

Nome

J. Debug
L ipch
Release

Errors.txt
Ex01_Single_Buffer.opensdf

14 Ex01.Single_Buffersdf

| Ex01_Single_Buffersin

L) Ex01_Single_Buffer.suo

5 Ex01_Single_Buffervcxproj
£x01_Single_Buffer.vexproj filters

& Ex01_Single_Buffervexproj.user

& maincpp

12 elementi

Cartella di file

File OPEN:

Per-User Project O.
File CPP

v e

Cerca in Ex01_Si

Dimensione

Documento di testo

SQL Server Compa.

During run-time the test code will detect the error and write

Error n.

Maximum allowed index for "x":

Index name

Index value
C:\BugFighter-C++\Console Examples\Ex®1l Single Buffer\main.cpp

file :
line : 22

18
1@
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